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1. Introduction

The MP - eSerbisyo Human Resource Management Portal (hereinafter referred to as the
"Portal") is the official online Human Resource Management platform of the Office of the
Provincial Human Resource Management Officer (OPHRMO), Provincial Government of
Mountain Province.

The Portal is designed to provide convenient, secure, and accessible online Human Resource
(HR) services for authorized employees, job applicants, and other users. The Portal currently
offers services including, but not limited to:

e Online Leave Management

e Job Opportunities

e Online Job Application

¢ Human Resource Service Requests

e Appointment Scheduling

o Digital Requests

e Other Human Resource Management services that may be introduced in the future.

The Provincial Government of Mountain Province recognizes the importance of protecting
personal information and is committed to respecting the privacy rights of every individual.

This Privacy Policy explains how personal information is collected, used, protected, and
managed whenever you access or use the Portal.

The processing of personal information is carried out in accordance with Republic Act No.
10173 (Data Privacy Act of 2012), its Implementing Rules and Regulations, and other applicable
laws, rules, and government issuances.



2. Scope
This Privacy Policy applies to all users of the Portal, including but not limited to:
e Provincial Government employees
e Job applicants
¢ Individuals requesting Human Resource services
e Authorized users of the Portal

This Privacy Policy covers all online services currently available within the Portal as well as
future Human Resource services that may be integrated into the system.

3. Information We Collect

To provide efficient and secure Human Resource services, the Portal may collect or use certain
information depending on the service requested.

A. Information You Provide

You may be asked to provide information necessary to process your request, including but not
limited to:

e Contact information

¢ Job application documents such as résumé, certificates, transcript of records, civil
service eligibility, and other supporting documents

¢ Appointment details
e Supporting documents required for Human Resource service requests
e Other information necessary to process your transaction

Only information relevant to the requested service shall be collected.

B. Information Already Maintained by OPHRMO

For authorized employee services, the Portal may use existing employee information already
maintained by the Office of the Provincial Human Resource Management Officer (OPHRMO),
including:

e Employee ID



e Full Name
e Date of Birth

e Other employment information necessary to provide authorized Human Resource
Management services

This information forms part of official government records. Employees are not required to
repeatedly provide or re-enter information already maintained by OPHRMO, unless updates
or verification are necessary.

C. Technical Information

To maintain the security, reliability, and proper operation of the Portal, certain technical
information may be collected automatically, including:

¢ Internet Protocol (IP) Address

e Browser type and version

e Device information

o Date and time of access

e Login history

¢ Session cookies necessary for authentication and security

This information is used solely for system administration, security monitoring, troubleshooting,
and improving the quality of online services.

4. How Your Information Is Used

Personal information collected through the Portal is used only for legitimate government
purposes related to Human Resource Management.

Depending on the service requested, information may be used to:

e Process leave applications

Receive and evaluate job applications

Process Human Resource service requests

Schedule appointments

Verify user identity



e Communicate with users regarding transactions

e Maintain transaction records

e Improve the delivery of government services

e Protect the Portal against unauthorized access or misuse

e Comply with applicable laws, regulations, and government policies

Personal information shall not be used for purposes unrelated to official government functions
unless authorized by law or with the consent of the data subject.

5. Protection of Employee Records
The Portal is designed only to provide online Human Resource services.

Confidential employee records are not stored or maintained online. Official personnel records
remain with the Office of the Provincial Human Resource Management Officer (OPHRMO) and
are managed only through its local office systems.

Employees may use the Portal to submit requests for available HR services or documents.
However, confidential records are not uploaded, emailed, or made available for online viewing
or download. Requests will be processed by OPHRMO in accordance with existing office
procedures, and documents may be released through the appropriate authorized process.

6. Sharing of Personal Information

Access to personal information is limited to authorized government personnel who require such
information in the performance of their official duties.

Personal information shall not be sold, rented, or disclosed to unauthorized persons.
Information may only be disclosed when:

e Required by law;

¢ Authorized by the data subject;

e Necessary for the performance of official government functions; or

e Required by a lawful order of a court or other competent authority.



The Provincial Government shall exercise reasonable care to ensure that personal information is
handled responsibly and in accordance with applicable laws.

7. Security Measures

The Office of the Provincial Human Resource Management Officer (OPHRMO) implements
reasonable administrative, organizational, physical, and technical measures to safeguard
personal information against unauthorized access, alteration, disclosure, misuse, or loss.

These measures include, where appropriate:
e Secure user authentication

Role-based access controls

e Activity and audit logging

e Regular system monitoring

o Security updates and maintenance

e Controlled administrative access

e Appropriate backup and recovery procedures

While reasonable efforts are made to protect information, no internet-based system can
guarantee absolute security. Users are likewise encouraged to help protect their own accounts
by following good security practices.

8. User Responsibilities

Users of the Portal play an important role in protecting their personal information and
maintaining the security of their accounts.

Employees are provided with an official user account by the Office of the Provincial Human
Resource Management Officer (OPHRMO). Upon receiving their account, users are responsible
for:

e Changing the temporary password upon first login.
¢ Keeping their username and password confidential.

e Logging out after using the Portal, especially when using a shared or public computer.



e Promptly reporting any suspected unauthorized access, security incident, or misuse of
their account to OPHRMO.

The Provincial Government of Mountain Province shall not be held responsible for unauthorized
access resulting from a user's failure to safeguard their account credentials, failure to change
the temporary password, or sharing of login information with another person.

9. Cookies
The Portal uses cookies only to support essential website functions.
Cookies may be used to:

¢ Maintain secure login sessions.

e Remember user preferences during a session.

e Improve system security.

e Monitor the performance and reliability of the Portal.

The Portal does not use cookies to collect unnecessary personal information or to track users for
commercial advertising purposes.

Users may configure their web browser to refuse cookies; however, doing so may affect certain
Portal functions that require authentication.

10. Data Retention

Personal information collected through the Portal shall be retained only for as long as necessary
to fulfill the purpose for which it was collected, to comply with applicable laws, government
regulations, and official records management policies.

Information that is no longer required shall be securely disposed of or archived in accordance
with existing government records retention and disposal guidelines.

11. Rights of Data Subjects

In accordance with Republic Act No. 10173 (Data Privacy Act of 2012), users may exercise their
rights as data subjects, subject to applicable laws and regulations.

These rights include:



o Right to Be Informed — to know how personal information is collected and used.

o Right to Access — to request access to personal information held by OPHRMO, subject to
applicable laws and government regulations.

o Right to Rectification — to request correction of inaccurate or incomplete personal
information.

¢ Right to Object — to object to the processing of personal information where applicable
under the law.

o Right to Erasure or Blocking — to request the deletion or blocking of personal
information when allowed by law.

¢ Right to File a Complaint — to lodge a complaint with the National Privacy Commission
(NPC) if the user believes that their rights under the Data Privacy Act have been violated.

Certain requests may be subject to limitations where the information forms part of official
government records or where retention is required by law.

12. Third-Party Services

The Portal may use trusted third-party services when necessary to support its operations, such
as website hosting, email notifications, or other system functions.

Where third-party services are used, OPHRMO shall take reasonable steps to ensure that such
services are used only for legitimate operational purposes and that appropriate safeguards are
observed in handling personal information, in accordance with applicable laws and government
policies.

The Portal does not sell or disclose personal information to third parties for commercial or
marketing purposes.

13. Changes to this Privacy Policy

The Office of the Provincial Human Resource Management Officer (OPHRMO) reserves the right
to amend or update this Privacy Policy at any time to reflect changes in applicable laws,
government policies, or improvements to the Portal.

When significant changes are made, the updated Privacy Policy will be published on the Portal
together with its effective date.



Continued use of the Portal after the publication of any revised Privacy Policy constitutes
acknowledgment of the updated policy.

14. Contact Information

For questions, concerns, or requests relating to this Privacy Policy or the processing of personal
information, you may contact:

Office of the Provincial Human Resource Management Officer (OPHRMO)
Provincial Government of Mountain Province

Office Address

4th Floor, Capitol Building

Bontoc, Mountain Province

Cordillera Administrative Region (CAR)
Philippines 2616

Mobile Number
0928 372 7184

Email Address
mpphrmo2018@yahoo.com

mpphrmo2020@gmail.com

15. Effectivity

This Privacy Policy shall take effect on the date indicated above and shall remain in force until
amended, revised, or replaced by the Office of the Provincial Human Resource Management
Officer (OPHRMO), Provincial Government of Mountain Province.

By logging into, accessing, or using the MP - eSerbisyo Human Resource Management Portal,
users acknowledge that they have read, understood, and accepted this Privacy Policy.

End of Privacy Policy


mailto:mpphrmo2018@yahoo.com
mailto:mpphrmo2020@gmail.com

